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I. Introduction
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Randomness in Nature
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Algorithm Based Classical

Quantum Random Number

Random Number Generation

Thermal Noise Based
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Random Number Generator (RNG)

• True Randomness: unpredictable to any adversary
• The principle of generating random numbers
• Pseudo Random Number Generators (PRNG): 

• Intrinsically predictable, uniformly distributed
• Quantum Random Number Generators (QRNG): 

• Inherent randomness (un-predicable), uniformly distributed

• Practical issues in QRNG
• Device imperfections, components deviating, classical 

noises, side channels, adversary attacks (vulnerable)
• Requires real-time monitoring and shielding (impractical)
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Device Independent Quantum Random 
Number Generation (DIQRNG)

• QRNGs: Trusted device, Semi-DI, DIQRNG
• Goal: Generate randomness without relying on physical 

implementations
• DIQRNG (Self-testing QRNG)
• Output randomness is certified independent of device 

implementations

input output
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DIQRNG – Theory Requirement

• DIQRNG against quantum adversary
ØDo not assume independent and identical distribution
ØConsider classical and quantum side information
ØProduce random bits with non-vanishing rate
ØShould noise-tolerant, and efficient for finite-data size

• With entropy accumulation theorem
üdo not use the i.i.d. assumption
üconsider the quantum side information
üproduce randomness approaching i.i.d. rate

F. Dupuis, O. Fawzi, and R. Renner, arXiv:1607.01796 (2016).
R. Arnon-Friedman, R. Renner, and T. Vidick, arXiv:1607.01797 (2016)
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• Based on (loophole-free) Bell’s inequality test
• Close detection loophole
• Prohibit communications between the measurements
• Measurement settings independent of entanglement 

creation

• Related DIQRNG experiments:
• DIQRNG against classical adversary
• DIQRNG closing detection loophole
• Randomness extraction with continuous down conversion source

Lijiong Shen, et.al., ArXiv:1805.02828 (2018). Also in the next talk.

DIQRNG – Experiments

High System Efficiency

Space-like Separation Proper Shielding

P. Bierhorst, et.al., Nature 556, 223 (2018).
Y. Liu, et.al., PRL 120, 010503 (2018).
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II. Theory
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DIQRNG Theory (brief review)

• Entanglement pairs distribution and measurement
For each experimental trial i :
• Generation trial:
• Test trial (Bell test):
• CHSH game value:

x

a

y

b
Entanglement Source

Measurement A Measurement B

with probability: 1-!
with probability: !
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DIQRNG Theory (brief review)

• CHSH game value for ! trials:

• Randomness Estimation

• Randomness Extraction

With:

to extract random numbers

that is close to uniform distribution

Based on entropy accumulation theorem (EAT)
R. Arnon-Friedman, R. Renner, and T. Vidick, 
arXiv:1607.01797 (2016), Nat Commun 9, 459 (2018)
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DIQRNG Theory (brief review)

• Do not assume the inner working of devices

• Assume the law of quantum mechanic is correct

• Assume A’s/B’s devices are in secure lab
• Adversaries cannot access their measurement outcomes

• Assume the input random numbers are uniform & secure

• Assume classical post-processing is trusted

No information leakageFree from
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III. Experiment
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Entanglement Source

Measurement

DetectionDetection

Measurement

Spatial Sepa
ration
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DIQRNG Experiment
-- System Efficiency

• Entanglement Source
• Optimize coupling efficiency

• Using high efficiency coating

• Transmission
• Measurement 

• Optimize coupling efficiency 
with classical reference

• Detection
• Develop high efficiency SNSPD

P. Dixon, et. al., Phys Rev A 90, (2014).
R. Bennink, Physical Review A 81, 053805 (2010).

Entanglement
Source

Measurement

Detection

Transmission

W. Zhang et. al., Science China, 60, 120314 (2017).
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DIQRNG Experiment
-- System Efficiency

• Experimental test of system efficiency

Tab: System Efficiency Alice Bob
Source Collection (Coupling) 93.9% 94.2%

Source Optics (Coating) 95.9%

Fiber Transmittance 99.0%

Measurement (Coupling & Coating) 94.8% 95.2%

Single Photon Detector 93.2% 92.2%

System Efficiency 78.8%�1.9% 78.5%�1.5%

! = !#$×!#&×!'()*+× !,× !-*.

!

!#$
!#&
!'()*+
!,

!-*.
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DIQRNG Experiment 
-- Quantum State

• Quantum State:

• Measurement Bases:

• State Fidelity ~99.0%

!" = −83.5°, a, = −119.4°

cos 22.05° | ⟩78 + sin(22.05°)| ⟩87

b" = 6.5°, b, = −29.4° Optimized for the setup
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DIQRNG Experiment 
-- Spatial Separation

• Spatial separation between
• Measurement at A(B) and setting choice/measurement outcome at B(A)

• Entanglement creation (S) and setting choice A/B

• Characterize the delay
• On site free-space measure
• Optical reflection
• Measure Cable length
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Mean Photon Number: Small
Most of the trials are Vacuum

Mean Photon Number: Large
Multi-Photon Effect Dominates

Set µ=0.07 in experiment

DIQRNG Experiment 
-- Optimized Intensity

• Theoretical Model:
• Vacuum: No contribution
• 1-Photon: CHSH Violation
• 2-Photon: No Violation

• Optimize CHSH with Intensity
• Simulate Poisson Source

with 0~3 pairs case
• Consider all possible results
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DIQRNG Experiment -- Extraction
FFT Acceleration of Toeplitz Matrix Multiplication

Grouped FFT Acceleration
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IV. Result
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DIQRNG Experiment -- Result

• experimental trials in 95.77 hours.                      
• CHSH violation
• Final random bits                       or

with uniformity within

! = 6.895×10+,
̅. = 2.757×1012

6.2469×104 181.2 567
1018

Experiment
(57% of i.i.d.)
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DIQRNG Experiment -- Result

• Hypothesis test (p-value) of local realism
The null hypothesis: The experimental results are explainable by local realism.
p value: the max probability according to local realism that the statistic takes 
a value as extreme as the observed one.

• Prediction-based-ratio (PBR)
Upper bound of the p-value w/o i.i.d.

The small p value strongly reject LHV.

• Hypothesis test of no signaling

No evidence of anomalous signaling

• Passes NIST uniformity test

!"# = 10'()*+,(

!-. = 1
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Outlook

• DI-Random Number Expansion

• DI-Random Number Amplification

• Looking for Device-Independent Protocols



University of Science and Technology of China

National Key 
R&D Program 
of China

Shanghai Branch, University of Science and Technology of China:
Yang Liu, Ming-Han Li, Jian-Yu Guan, Bing Bai, Wen-Zhao Liu, Cheng Wu, Jun 
Zhang, Jingyun Fan, Qiang Zhang, Jian-Wei Pan

Tsinghua University:
Qi Zhao, Xiao Yuan, Xiongfeng Ma

Shanghai Institute of Microsystem and Information Technology:
Weijun Zhang, Hao Li, Lixing You, Zhen Wang

NTT Basic Research Laboratories
Yanbao Zhang, W. J. Munro



University of Science and Technology of China


